 Last Name 1

Student’s Name
Professor’s Name
Class
February 26, 2020
[bookmark: _Toc33562956]Executive Summary
	The purpose of this report is to review the impact that the issue of data privacy has had on the operations of different businesses that collect personal information from their customers. In the recent past, there have been concerns about the way data is collected from customers and the way that it is stored. Business organizations or companies that handle and store the personal information of customers, including the companies which process the data in an electronic form, should protect the information from getting used in the wrong way. Cyber security issues are no longer considered as issues in the IT sector; they have become key issues affecting the way that business is conducted in different sectors. Businesses depend on data provided by their customers to run their operations and provide their services or products efficiently. Businesses now have to establish working structures that affect the way that they conduct their business so that they can protect the personal data of their customers from any third-party threats and also ensure that they properly dispose of the data from their systems after they finish using the data. 
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[bookmark: _Toc33562957]Introduction
[bookmark: _Toc33562958]	This report focuses on the way the issue of cyber security and data privacy has affected the business operations of different business organizations across the world. The use of data to organize and analyze business trends has made data to become one of the most crucial intangible business assets for business firms. Cybercriminals committing cybercrimes and espionage adversely affect the way the businesses operate. Cybercriminal activities such as hacking which breaches the security of a business organization significantly affect its levels of trust and reputation among the existing customers and the potential customers. Customers play a critical role in helping the business to grow because of this, and business organizations need to make sure that they develop strong data protection policies and implement them as required. It should also be understood that the majority of the businesses have embraced technology and are now collecting and processing the data of their customers using electronic means. This means that they need to consider using technological approaches to protect the data that they have collected from their customers from any form of unauthorized use. 
Background
[bookmark: _Toc33562959]	The convenience and efficiency of conducting business transactions online have made many companies embrace this technology, and globalization has also played a primary role in the development of global businesses through the use of the internet. E-commerce businesses have become popular around the globe; the rise in their popularity has caused many issues associated with the privacy of data of people using the e-commerce platforms to be brought to light. The issues of data privacy which lead to the inappropriate and unauthorized use of personal data for crimes such as identity theft have made many customers stay away from doing online business transactions. If businesses do not find the best ways of combating these issues, more customers will avoid doing sharing their data and doing business online causing the business firms to lose customers and consequently, their revenues are adversely affected as well as business growth.
Issues and the Problems of Cyber security and Data Privacy
[bookmark: _Toc33562960]	One of the major concerns that customers have about the personal data which have been collected by business organizations is the secondary use of their data. According to the different researches that have been conducted on the market, the majority of business which collects and use the data from customers might sell the data collected to third parties. The use of these data by the third is unregulated and unmonitored making the customers wary of the amount of information that they share with the businesses (Reynolds 13). Cyber-attacks have also been on the rise; many companies have faced issues with unauthorized access to their customers’ data by cybercriminals. Because of this, cybercrime activities such as identity theft have been on the rise making many customers avoid sharing their information online with the business organization. Because of this, businesses have lost many customers and experienced slowed development and revenue. 
Discussion
[bookmark: _Toc33562961]	The concerns which have been raised by observers and researchers have caused many potential customers and existing customers to be wary of the information that they share with their online businesses. News reports have indicated that the information collected from customers by many e-commerce companies can be used for different purposes other than those intended. The personal information can be sensitive and if it gets to the hands of the different cybercriminals, criminal use such as identity theft might adversely affect the customer whose data has been stolen (Palmatier, Robert & Martin 169). The reputation of companies is also affected if incidents of data security breach are reported. In such cases, customers might not want to share their information with the firms causing slow growth of the business and also the growth of revenue. 
Recommendations and Implementation Plan
	One of the main ways that companies can deal with the issues of data privacy and issues of cyber security is by developing proper policies that will ensure that the personal data of the customers is properly protected. The policies also need to be strongly implemented by the organizations and their staff so that they can be able to assure the customers of the safety of their data and proper disposal of the data once it has been used (Muneer, Razzaq& Farooqn.p). The implementation should be done in phases and it should begin from the process of educating the staff in the organization on how to handle the customers’ data and also the customers on the data that they share. 



[bookmark: _Toc33562962]Works Cited
Muneer, A., S. Razzaq, and Z. Farooq. "Data privacy issues and possible solutions in e-commerce." Journal of Accounting & Marketing 7.3 (2018): 1000294.
Palmatier, Robert W., and Kelly D. Martin. "Effective Privacy Marketing Strategies." The Intelligent Marketer’s Guide to Data Privacy. Palgrave Macmillan, Cham, 2019. 169-181.
Reynolds, Debbie. "The Increasingly Complex Issues Involved in Data Breach Fallout." Int'l J. Data Protection Officer, Privacy Officer & Privacy Couns. 2 (2018): 13.
	

